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Abstract actions (e.g., sending and receiving messages and generat-

ing nonce, etc.) and reasoning about their order.

Authentication and secrecy properties are proved by very  |n this paper we present a logic that does just that. Unlike
different methods: the former by local reasoning, leading BAN logic, we do not avoid reasoning about secrecy en-
to matching knowledge of all principals about the order of tirely. Rather, we encapsulate the secrecy properties needed
their actions, the latter by global reasoning towards the im- as proof obligations that can be proved by other means (we
possibility of knowledge of some data. Hence, proofs con-are developing a companion logic of secrecy to do just that).
ceptually decompose in two parts, each encapsulating theour authentication logic reasons about the partial order of
other as an assumption. From this observation, we dEV8|Opactions, Lamport-style. When a consequence of secrecy is
a simple logic of authentication that encapsulates secrecyneeded, we include an assumption that defines a proof obli-

requirements as assumptions. We apply it within the deriva- gation which can be thought of as a system call to another
tional framework to derive a large class of key distribution yerification method.

protocols based on the authentication properties of their

The logic has much in common with the compositional
components.

logic described in [5, 8]. Like that logic, it supports de-
riving complex protocols from simple ones using composi-
tion, refinement, and transformation. However, unlike that
1 Introduction logic, in which predicates are defined as they are needed,
the new logic relies on just three built-in predicates describ-
ing the ordering of events. It allows inferring the actions

. Secrecy and authentication are the two main proper- ¢ ,iper principals and their order based on one’s local ob-
ties guaranteed by cryptographic protocols. Since they are,

highlv d dent h other. th i servations only: a fairly simple deductive process, even in
tlgt y gpen eri uplon e?c ' 0 Iero,l 3y arel cortrimonty 'tn'our setting. It does not establish secrecy results, which use
deervvgllgg Iolgicpsrct)h?;\('zoregggnyzlrfl.y anboeuet aiu?r?ériltiiatei(r;p zughan entirely different flavor of logical inference: a form of

: . ’ inductive reasoning over the global knowledge of all prin-
as BAN logic [2], were believed to be doomed to failure ¢ g g P

o . cipals. The clean separation of authentication proofs and
because the need to .dra_w unverifiable conclusions ab_ougecreCy proofs results in simple and elegant analyses.
secrecy from authentication guarantees led to confusion . _ . ) .
and misunderstanding. It caused such problems as Lowe's Ve have applied an earlier version of this logic to the
attack [9] on the Needham-Schroeder public key proto- Group Domain of Interpretation (GDOI) Protocol [11]. Its
col [12], which BAN had proved secure. simplicity turned out to be quite helpful in allowing us to

On the other hand, restricting one’s reasoning to aluthen_identii‘y a security flaw that careful reviews and another for-

tication alone has many benefits, if only it can be achieved. mal analysis had previously missed. The simplicity of the

Authenticity properties specify conditions about the order !oroof system allowed us 1o identify a key assumption be-

of actions [7, 10]: if a particuiar action occurs, then some ing made that was not consistent with the protocol design.

other set of actions must have occurred before it, and in aWhen the assumption was removed, the flaw was revealed.

particular (partial) order. Thus, it is conceivable that a use- e apply this logic to study the general mechanism of
ful logic for protocol analysis could be developed that al- key distribution from an authentication perspective. Key

lows using a minimal set of primiti\/es describing principai distribution prOtOCOIS feature Complex interaction of se-
crecy and authentication requirements, and are therefore

*Supported by ONR and NSF. a prime target for our methodology. We start from an




abstract two-party key distribution protocol and, through the way toA'’s original observations, we derive a formula,
refinements and transformations, we systematically derive®, that in a strong sense descrilike authentication prop-
the skeleton of such well-known protocols as shared-key erties of @ 4. Indeed, this constructions provides us with a
Needham-Schroeder (NSSK) [12, 13], Denning-Sacco [6], clear view of the properties contributed by each component
and Kerberos 4 and 5 [14, 15]. An overview of the resulting and whether they propagatedo We often restrict our at-
taxonomy is displayed in Figure 1. tention to interesting scenarios by assuming, for example,

The main contribution of this work is twofold: (1) We that other principals behave honestly, or that a certain key
formally separate the reasoning about authenticity from thehas not been compromised. These assumptions are elective.
reasoning about secrecy, and develop a simple logic of par- Rather than checking that a protocol satisfies a given
tial orders that supports the former. The secrecy inferencespropertyProp, our approach enumerates the properties sup-
present in every proof of authentication are encapsulated agported by a protocol based on its construction. Whenever an
assumptions. (2) We use this logic within the derivational expected property is not manifested, we can rapidly point to
framework [5, 8] to perform a systematic analysis of an im- a missing component or a composition mechanism failing to
portant branch of the family of key distribution protocols. propagate it, and produce a counterexample, as done in [11].
This yields a novel classification of these protocols basedWe can also scrutinize the formulasummarizing the pos-
on the mechanisms used to construct them and the propersible runs of each principal in the light of a well-known
ties they support. This promotes a deeper understanding ofwuthentication property, such as matching histories [7] or
these fundamental protocols than individual analyses, andagreement [10].
is readily extensible as new members are proposed.

This work is organized as follows: in Section 2 we ex- 2.1 Specifying Protocols
plain our authentication logic. We use it to express the ba-
sic key distribution mechanism in Section 3. We extend  We begin by presenting a syntax to describe security pro-
it in the direction of NSSK in Section 4 with nonce-based tocols and enough of its execution semantics to define the
recency and key confirmation. We extend it in a different notion of observation, a central concept in this work. The
direction with timestamp-based recency in section 5 obtain-interested reader will find further details, as well as a se-
ing the Denning-Sacco protocol as well as Kerberos 4 andmantics of protocol execution, in [4].
5. Section 6 concludes with statements of future work. We use the lettersi, B, and S to denote theprinci-
pals participating in a given protocol.X, Y, ...will be
variables ranging over principals. Principals exchamgs-
sages This is modeled as an abstract term algebraver
a set of variables, constants and operators. Principals are

b locall . i a subclass of terms, and so are standard classes in crypto-
observes locally (receiving a messages, comparing & COMy,atac0ls such as nonces, keys and timestamps. We write

ponent with an expected value, etc) allow her to make de-,, ¢4, generic message, but uken, andt, for keys, nonces
ductions about the actions of the principals she is interacting 5 14 timestamps. The lettersy, z, ... denote term vari-
with. This implicitly identifies a clas€ 4 of possible runs,  pies. In this work, we will make use of two operators:
each of which intersperses her own actions with compati- (m,m’) for the concatenation of: andm/, and(k m) for
ble actions by the other participants. As an aumemicaﬂo”the’encryption ofn with shared keys. T r,nay contain ad-
propertyProp also identifies a clasgpop Of legal runs for — gitional constructors, but we will not need them here.

P, the verification task traditionally reduces to showing that Principals participate in a protocol by performing atomic

Q. s contained irQprop, and similarly for the other parties  4¢tigns The actions we will rely on are summarized in the
in the protocol. Every run irQ 4 but not in Qp,,, is an at- following table:

tack onA with respect tdProp.

2 A Logic of Pure Authentication

As a principal A executes a protocaP, the events she

We take a different approach: rather than compagng | Action | Form [ Informal meaning |
with the_ legal runs of a give_n authentipation property, we | ganq (m:A- B) The termm is sent, purport-
synthesize a logical expressidndescribing® 4. This ex- edly fromAto B
plicit representation is carefully engineered to be composi- receive | (z:Y — 2) Term, source and destinatign
tional: we dissectd’s observations into elementary com- are received inta, Y andZ
ponents and give a logical representation of the property match (m/p(Z)) Term m is matched against

they each realize (theiaison d&tre in a protocol). We
similarly give a logical justification of the various mecha-
nisms that allow combining components into bigger proto-
col fragments, and in particular of what properties emerge
from the properties of the parts. By iterating this process all

termp(Z), bindingz
A fresh value is created and
stored in variable:
The system time is read and
stored in variable:

new (v )

now (T )
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Figure 1. Overview of the Derivation of Key-Distribution Protocols

The variables, Y, Z in receive 7 in match, andzx in new
andnow are binding occurrences: any subsequent mention  \ye will be primarily interested in the trace aun of a

in an expression involving actions are interpreted as boundqssibly partial) execution, i.e., the set of actions executed
by them. The semantics of actions is formalized in [4]. We py each principal and their relative ordering. For example

will often use partial descriptions of actions, and elide e.g., e expected run of the Denning Sacco protocol is given as

We will come back to this protocol in Section 5.

the source and the destination, agsm) or (y), and merge
a reception and subsequent matches, writing.

A role is the complete code that a principal executes on
her host to engage in a given protocol. We model a role
as a collection of actions performed by a principal. We al-
low actions to be composed either sequentially (usifig “
as a role constructor) or concurrently (using’y. The free
variables of a role are its parameters, and should be instanti
ated prior to execution. The principal executing the role is a
distinguished parameter. protocolis a collection of roles.
For example, the Denning-Sacco protocol [6] is specified as
follows:

DSserver[S] =(A,B:A-S); (vk ® 7t);
(KA%(B, k,t, KBS(A, k,t)) : S — A)
DS.init[4; S, B] = (K% (B, k,t,M) : S — A) ;
(A,B:A-S); (M:A- B)
DS_resp[B; S] = (KP%(A,k,t): A— B)

follows:
A S B
A,B
0] 0]
¢z/k

KA%(B,k,t, KPS (Ak,t)) Yrt
0] 0]
¢ KBS(A,k,t)

o

o

where we have liberally compacted our notation for suc-
cinctness. A run is a partial order over the seewéntsof

the forma 4, whereqa is an action andl is the principal who
has executed it. Aalid runis subject to two conditions: (1)
every receive event is preceded by a send in the partial or-
der; (2) every match is successful. Given a valid ¢urthe
local observatiorof a principal A, denoted? 4, is the re-
striction of @) to just the actions performed by, and their
relative order.



2.2 Reasoning about Authentication We abbreviate it aBonest S. We have extensively studied
this notion in previous work [5, 11].

We now set up a logic to draw inferences about valid ~ The secrecy assumptiois novel: it allows specifying
runs. It will allow us to reconstruct the runs compatible that certain keys have not been compromised. A shared key
with a principal’s observations, often under assumptions. & is uncompromised for a grou@ of agents if the only

We consider an instance of first-order logic with just principals that can perform an encryption or a decryption
three predicate forms: usingk are the members @f. In symbols,

uncomp(k,G) = (km)x< = X €G

a Eventa has occurred Ik Xea
a<b  Eventa has occurred before eveit A (efky)x = X €
a=b a andb are the same event Notice that the body of this definition expresses the seman-

_ . _ tics of shared-key cryptography: the first line says that only
A formula combines these atomic pred|Cates by meanSmembers ofy can produce an encryption usih@nd send
of the traditional connectives and quantifiers of first-order itin a message, the second says that 0n|y these principa's
|0gi-C.. Wlthln an event, We- omit the intended-sender and can use the patter(ﬂk y) to access the contents of a term
recipient in a send or receive action when unimportant or encrypted withk. Notice also that this expression defines

easily reconstructible from the context. Additional abbrevi- the binding between a key and the principals who can use
ations will make our discussion more clear and succinct: ;.

Th bbreviat uncomp acts as an interface between the logic of pure au-
’ S - ADDTEVIAles . .. ‘ thentication developed in this paper, and the logic of secrecy
(P)a (z)a <(z/p)a which will be the subject of a sequel to this work. Here, we

(p) a (z)a <(x/p)a forp subterm ofy’ use it only as aassumptionThere, we will be able tprove
{(m) a (m')a for m subterm ofm’ formulas of the formuncomp(k, G), which will permit dis-

(m) a< da = (m)a AVb=(m)p.a<b charging the assumptiamcomp(k, G). This combination
(mhac  da={m)aAVb=(m)p.a<b of logics will be particularly useful for studying staged pro-
a<b b=a<b tocols such as Kerberos, where a key is distributed for the

. . . ) purpose to protecting another key.
Avalid run@ is immediately described by a formuie,

consisting of a conjunction of the first two types of predi- 2 4 Axioms
cates above. An observati@gp, is similarly mapped to a

formula ® 4. Dually, an arbitrary formulab can be vali- We now describe some of the logical tools that al-
dated against a ru@, realizing a form of model checking |ow extending a local observation into a compatible run.
[4]. Most of these ideas have been extensively discussed else-
In the sequel, we will define logical tools to complete where [5, 11], in which case we keep the presentation brief.
the local observatiof) 4 of a principalA into a compatible Thefreshness axiortmew) describes the behavior of the

run @ (which may or may not be the expected run). We (v n) action in logical terms:
will do so by building a tautologyp, = ®¢o which we
abbreviate asi : ®¢. Interesting completions will often (vn)p Nag = (n € FV(a) = (vn)p < aa

require making assumptions, so that the general form of AN(A# B = (vn)p < (n)p < (n)a < aa))

our statements will bel : ¥ = @,. The first part says that is a binder, that is, any event
mentioningn necessarily occurafter (v n). The second

2.3 Honesty and Secrecy Assumptions line requires that if the agen® executing(v n) and the
principal A executing: are different, theB must have used

We will often need a principall deducingA : ® to as- a send action to transmitand A must have acquired it by

sume that another princip@ is honestin order to draw ~ means of a receive action.

interesting conclusions. By this, we mean titatloes not Thereceive axiom(rcv) says that everything that is re-

deviate from his assigned role:Afascertains thaB hasex- ~ ceived must have been originated by someone:

ecuted any actiong in his role, she can be assured th_at he A: (m)a= 3X. (m)x< < (m)a

has executed all the actions preceedingr concurrent with

it. The honesty assumptioof the server of the Denning- The extensively studiedchallenge-response axiom

Sacco protocol is as follows: schemgcr) [5, 11] abstractly describes the central concept

of nonce-based challenge-response:

(4, B)s < {(” k)S} < (KAS(B kKPS (At AT 0 (g < (@ mhag < ()

(T1)s = (vn)a <™ n)ac <(n)x <(rn)x< <(rn)a



wherec”¥X is the challenge structure issued Hy »4X is vious work [5, 11], a more effective way to study a large

the corresponding response originatedXyand®’ repre- protocol is to decompose it into elementary exchanges such
sents some additional precondition, usually an honesty oras challenge-response and basic key distribution (see Sec-
uncomp assumption. tion 3), derive the runs compatible with observations for

One instance ofcr) that we will use in the sequel has these parts, and then reassemble them into formulas de-
¢*X be the identity (the nonce is sent in the clear), the re- scribing the compatible runs of the overall protocol. The
sponse the encryption Of the nonce Vﬂgp akey™ shared  |ogical tools that permit doing this are called refinements
betweenA and X, and®’ requiring K not to be com- 54 ransformations. Aefinementeflects changes within
promised ford and.X'. We obtain one or more messages in a protocol into the formulas de-
A s uncomp(K* [A, X)) A (vn)a < {(n)ac < (K™ n))a scribing the runs compatible with an upgraded observation.
= (vn)a < (n)a< < (n)x < (K™ n))x< < (K™ n)a For example, inserting a timestamp in a message has the
A proof of this instance ofcr) goes as follows: starting ~€ffect of strengthening the recipient's guaranteedrafis-
from A’s own observations (the first line above), axiom formationis similar but supports alterations to the exchange
(rcv) entails that some agefit has originated(K X n). pattern of the protocol. For example, extending a protocol
By the uncomp assumptionY” must be eitheiX or A4; the with an additional round of challenge-response is a trans-
latter possibility is excluded since no such actions occurs formation.

amongA'’s observations. Axiongnew) completes the sec- Besides the appeal of a divide-and-conquer methodol-
ond line by sandwiching{’s reception ofn betweenA’s ogy, thederivational approachas this technique is known,
transmission of the nonce aids issuing of (K 4X n)). supports reusing component-formulas pairs whenever they
The noveltimestamp axion(ts) describes the semantics 0ccur in another protocols. Moreover, the application of
of timestamps. refinements and transformations can be made systematic,

A:honest X A ()x< < (1) V\{hich'gives rise to protocol taxonomi'es [5]: arational clgs—
‘ < A _ sification of protocols that not only aids our understanding
= (@t)a <(tt)x <{thx< <(H)a <(T1)a of these complex objects, but also helps choosing or devis-
The antecedent of this formula assumes thakeceives a  ing a protocol based on desired features and properties. A
message containing an acceptable timestarapd she has  tool is under development that will assist us building tax-
the certainty that an hone3f has originated(t)). Given onomies that are much larger than what we have so far been
these hypotheses, she can deducehhad indeed looked  able to construct by hand [1].
upt and sent it out, and that these actions took place within A detailed discussion of refinements, transformations
what she regards as the window of validity of this time- and the derivational approach in general would be rather
stamp. Here(r t)4 is the earliest point in time wherg lengthy and technical. The reader is better served by con-
would accept as valid, and7 t) 4 is the dual upperbound.  sulting the existing literature [5]. Therefore, we will intro-
They are events internal td representing time points cal- duce these powerful tools only informally as we need them
culated fromt by considering what she deems as acceptablein the sequel. Section 5.1 gives some details of a new re-
clock skews and network delays. What is important here is finement.
that they boundX'’s actions by events undet’s control. In
the sequel, we will discharge the assumption thas cer- : st 1
tain thatX has sent this timestamp whenever the message3 Basic Key Distribution
is authenticated.
Except for(new), all the axioms in this section are in-
stances of theend-receive axiom scherfs):

In this section, we use the above logic to study the gen-
eral mechanism of key distribution from an authentication
perspective. Key distribution protocols feature complex in-

A 3XVE (X @))a A B(X,9) teraction of secrecy and authentication requirements, and
= (Y@ x< < (F*Y@D)a N ¥(X,9) are therefore a prime target for our methodology. Indeed,
It says that4 knows that, for some principat, the mes-  their general goal is to authenticate two principaland B
sage structurg¥ assures that, if she receives a messaget0 each other through communications with a sefvafong
containingf4X (¢), whereX andj satisfy some precondi- pre-established channels protected by secret keys. The dis-

tion ®, then X must have originated“~ (i), and thatX tributed key protects future communications betwdeamd

andy/ satisfy some postconditiod. B. We analyze the authentication aspects of such proto-
cols, assuming that the keys to the server are not compro-

2.5 The Derivational Approach mised. Proving that the distributed key is secret pertains to

our forthcoming logic of secrecy, and is not addressed here.
Axioms suffice to extend a local observation into all of For reasons of space, we give a complete proof of only
its compatible runs. Adopting a technique developed in pre-the first derivation in this paper. The other proofs are anal-



ogous. Other proofs and more detail may be found in [4].

distribution protocols work: instead, one client, saytakes

We start with an abstract form of two-party key distri- the role ofinitiator by sending a message to the server say-

bution, which we analyze from scratch, relying on axioms

ing she wants to communicate with(theresponde). This

only. Then, through a series of refinements and transforma-alteration is formalized by means of tdescharging trans-
tions, we derive the skeleton of several well-known proto- formation which replaces a parameter in a role with a re-

cols, which we will further build up in the next sections.

In our first and most abstract protoc&lD3, a serverS
spontaneously generates a kegnd distributes it to known
principals A and B encrypted with keysk 4 and K29

he shares with each of them. The protocol is given by the

following roles. The actions off and B are symmetric at
this stage (onlyA’s role is shown).

KDSserver[S; A;B] = vk; (KA%k:S — A)

® (KPSk:S — B)
KDJ _client[4; S, B] (KA5k:S — A)

ceived value.

We apply this transformation twice to protod¢D32, dis-
chargingA andB as parameters t§'s role. Before present-
ing the roles of the resulting protocd{D?, a glimpse at its
expected run will help visualize what we have achieved:

A

[¢]

S

yvk

(¢]

B
A,B

K45k KPSk
¢} ¢}

The roles ofkD? clearly show thatS does not haved and

The key server and the clients are given everybody’s namel @S parameters any more:

as parameters to their respective roles. The expected ru
provides a clearer view of this exchange:

A S

[e]
¢yk
o

B

KAS k KBS k

[¢] [¢]

We will now take the point of view of each principal and

rE(D%,server[S]

AB:A—S);vk;
KA%k:S—A) ® (KBSk: S— B)

=
(
=(A,B:A—8); (KA%k:S — A)
— (KBS k:S — B)

KDXinit[A; S, B]
KD3_rsp[B; S, A]

Observe that the roles of and B are not symmetric any
more. Note also that it would make little differenceAf

infer a formula representing the runs that are compatible transmitted just B” as her first message since her name is

with its observations. We start witd (B is symmetric).

The only event she observes(iE“° k : S — A). Under

the assumptions thadt “° is shared only byd and S and

the honesty of5 (derived from his role) A can reconstruct
the expected run. The formal derivation is as follows:

Obs : (KA%k:S — A)a
(rev) = (K9 E)x< < (K49k:S — A)a
uncomp : X =AorX =25
Obs : X#A (FcAS
_ KA% S — A)g.
honest S : (vk)s < |:<KBSk Y SRN B>S<:|

ASp . g _,
R < (o 5 pjog < (<460

All the proofs in this paper have a similarly simple form.
We will omit them for brevity. A compact representation of
the overall formula follows:

A uncomp(K49 [A,S]) A honest S A (K49 k)4
(KA5k: S — A)sc AS
N (”k)3<[<KBSk:S—>B>S< < (KAS k)4

The serverS does not conclude more than he observes
since he is the recipient of no message.

In this protocol, each principal knows the identity of ev-
ery other party ahead of time. This is not how typical key

present in the “from” field of this action.
The properties characterizing’s and B’s views are
summarized next.

A uncomp(K 49, [A, S]) A honest § A
<A7B> < (KAS k)A
(A, B)
A8 AS
(A, X)s < (vk)s < K;((XS iiiz} < (K4S k)a

B : uncomp(K B [B,S]) A honest S A (KB% k)p

~ (X,B)s < (vk)s < PKZE ’“>S<}< (KPS k)

’ (K77 k)s<
Observe thatd has no way to determine wheth&rtrans-
mitted the keyk to B or to some other partX. She can
only infer thatS received a request for a key involving her-
self and someX, not necessarily3. By a similar argument,
B cannot ascertain to whorh was distributed even i
appears among the parameters of his role.

This problem is traditionally solved by havirfjinclude
B’s name into the message directeddtcandA’s name into
B’s message. Thbinding refinemenbf [5] achieves pre-
cisely this effect: it modifies a submessdge: (encrypted
with an uncompromised ke¥) into the termk (m,m’)
thereby cryptographically authenticating’ to any party
able to access the ciphertext. By applying this refinement



twice (once forA and once forB), S can informA and B
of whom it createdk: for. This also allows us to discharge
as a parameter iB’s role. LetkKD32 be the resulting proto-
col. Its expected run is given by the following diagram:

A

[¢]

B
A,B

[0
K4S (B,k) Vvk  gps (A,k)
o

[¢]

(We stop showing roles for space reasond.)and B can
derive the following properties, respectively:

A uncomp(K45,[A,S]) A honest S A

(A,B)a < (K" (Bk))a
(4, B)a AS
~ |(A,B)s < (vk)s < [E?gs Eig;ii

B : uncomp(KB% [B,S]) A honest S A (KBS (A k))p

(K25(B, k))s< BS
= (A B)s<(v k>s<[<KBs( | <uersa )
While these formulas are similar to what we derived for pro-
tocolKD3, A and B now know that the key: is intended for
the two of them to communicate, not a third party (assum-
ing, of course thaf is honest and that the keys““ and

KBS are not compromised). This correction becomes cru-

cially important whend and B attempt to usé.

While KD3 achieves a minimal form of key distribution,
few actual protocols have this message structure.
with the exception of recent group protocols [11], nearly

all key distribution protocols based on shared keys have theB

server send both componerits'® (B, k) and K 2% (A, k)

to one principal, who then forwards the part he does not un-

derstand to the other. This intuition is logically harnessed
by means of theelay transformatiorwhich yields the fol-
lowing exchange structure:

A

[¢]

S
A,B
[e)

K45 (B.k), KPS (A k) V7K
(@]

o
¢ KBS (Ak)
]

[¢]

In the corresponding protocol, which we will calD3, S
concatenate&° (B, k) and K®9 (A, k), and sends the
resulting message td, who then forwardss 2% (A, k) to

B. Several protocols, e.g., Kerberos 5, follow this pattern.
Note that the componetit 2° (A, k) is opaque to4, so her
role mentions a generic messae

Applying the relay transformation to the formula charac-
terizing A’s view in KD3 yields the following expression:

Az uncomp(K49 [A,S]) A honest S A
<AuB>A < (KAS (B7k)7 ‘Z\/[)A < <M>A

<AvB>A <
(A, B)s <(vk)s <(K* (B, k),[K™ (A, k))gz| ~
< (K™ (B, k), Mz < (K2 (B, k),[M) 4 < (M) 4

=

Compared to the analogous propertykdd3, A’s receive
action contains a generid, and the server sends a concate-
nated message rather than the two components separately.
This has two implications, highlighted in the boxes:

1. While, by the honesty assumptiod, knows thats
has sentk 4° (B, k), KBS (A, k), she cannot ascer-
tain that the generic messagie she receives is indeed
KBS (A k).

Since K49 is uncompromisedA knows thatS has
originatedK 4% (B, k), but she cannot be sure of who
originated the messag&€“® (B, k), M she received:
hence the variabl& for its originator, and the< rela-

tion, a result of applying axiontv. Indeed an attacker
could have replacel 29 ( A, k) with an arbitrary mes-
sage in an undetectable way. Such a behavior has been
documented for Kerberos 5 [3].

Additionally, observe thatl’s last send has little bearing on
the overall property and could be dropped.
For similar reasonsB has no way to know who for-

|ndeedwarded the message he receives.

: uncomp(K B9 [B,S]) A honest S A (KBS (A k))g
= (A, B)s < (vk)s < (K% (B, k), KP5 (A k))s< <
< (KPS (A k))x< < (K25 (A,))p

Note that if B were able to infer thaf is indeedA, he
could also conclude thad knows the key.

We conclude this section by deriving a variantkib3,
in which B’s component is embedded iA’s rather than
concatenated with it. Protocols that follow this approach
include NSSK, Denning-Sacco and Kerberos 4.

This is formally achieved through a variant of the bind-
ing refinement used earlier. Applying it €D3 yields pro-
tocol KD4, which has the following expected run:

A

o

A,B
o

K4S (B,k, KBS (A,k)) 2z
[e)

KBS (Ak)

!



A’s resulting property enhances what she could deducethe next sections, we will follow the development of two
from KD3 with the certainty that the opaque submessage known families of protocols and observe how they address

M she receives i& 2 (A, k):

A honest S A

A : uncomp(K49[A, S])
ke, M))a < (M)a

(A,B)a < (K4 (B

N { (4, B)a <
(A, B)s < (vk)s < (K5 (B, k, KBS (A,k)))s<
<(KAS (B, k,[KPS (A, k))a = (K4S (B, k,[M)) 4

A A

At first sight, B’s view does not significantly differ from
what he could infer irkKD3:

B : uncomp(KPB% [B,S]) A honest S A

(K55 (A, k))p

(A’ B)S < (V k)S < <KAS(B’ k, KBS(A7 k))>5< <
<(EP% (A k) x< <(KP (A, k)

=

AssumingsS honest and ?5 uncompromisedp can de-
duce thatS did its part in the protocol, and that some prin-
cipal X forwarded K2% (A, k) to him. Under the addi-
tional assumption thak #* is not compromised eithel?
can infer that it is4 who forwarded this message to him. In
particular, this tellsB that A knowsk.

B : uncomp(KB9% [B,S]) A h
uncomp(K45 [A, S]) A (KPS (A, k))p

= (A,B)s < (vk)s < (KA9 (B,k,KP% (Ak)))s< <
< (KPS (A k) ac < (K% (A k)5

Note that the assumption ahcomp(K 4%, [A, S]) would

be irrelevant in any of3’s previous inferences. Note also
that the assumption thdt 4 is uncompromised does not
mean thatA is bound to be honest: she could indeed de-
viate substantially from the protocol, passing information
(but not K 49) to arbitrary parties, but she certainly has de-
cryptedS’s message and certainly sent duf® (A, k) (al-
though not necessarily tB).

onest S A

While most academic and industrial key distribution pro-
tocols based on shared keys are derived from el or
KD3, these fragments lack two important guarantees:
cencyandkey confirmation Both KD3 and KD} give the
clientsA and B assurance that the kéyhas been generated

by the server for their exclusive communication needs, but

they provide no verifiable guarantee thatvas generated
recently: an old: is more likely to have been compromised

than one produced within a short time frame. None of the

properties in this section binds the generatiork dfy any
event controlled by the client receiving it. Key confirma-

these issues.

4 Derivations of NSSK

This section extends the results we just obtained in the
direction of the Needham-Schroeder shared-key protocol
(NSSK) [12]. In Section 4.1, we describe how a challenge-
response exchange is used to guarantee the recency of the
key, but also point out how a partial application of this
technique leads to Denning and Sacco’s classical attack on
NSSK [6]. We then show how Needham and Schroeder’s
subsequent fix to the original NSSK [13] completes the ap-
plication of nonce-based recency in Section 4.2. Finally, we
address key confirmation in Section 4.3.

4.1 Guaranteeing Recency with Nonces

The core key distribution protocols in Section 3 do not
guarantee to the clients that the server has generated the key
recently. Indeed, none of the derived client formulas bounds
the actions of an honest server: the key could have been pro-
duced at an arbitrary moment in the past, and now replayed.
A client can assure key recency by bracketing its generation
between two events whose occurrence it can guarantee. One
approach to doing so is using the challenge-response mech-
anism: the client issues a challenge at the time she sends
the key distribution request to the server. The server cryp-
tographically binds the response to the challenge to the key
distribution request. We dedicate this section to examining
one concrete realization of this idea, adopted in NSSK and
other protocols. A different approach, using time-stamps,
will be examined in Section 5 when analyzing the Kerberos
family.

We use the specific instance of tie) axiom shown
in Section 2.2, which sends the challenge in the clear (the
challenge function is the identity) and returns the response
encrypted with an uncompromised shared key. Pictorially:

A

(¢]

oo

o

S

n

KA n

O=<— 0

e}

This challenge-response is composed with protédas

tion is about a client having some reason to believe that hisby means of thenerging transformatioexhaustively stud-

counterpart has knowledge bfas well: onlyKD3's B is

ied in [11]. It embeds these messages within the exchange

able to gather this type of evidence (under assumptions). InbetweenA and.S in this protocol. The overall process is de-
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Figure 2. Derivation of

NSSKo

picted in Figure 2. The following diagram reports its effect: been exchanged froi's honesty. However, no event con-

A S B

o
Vn\l/ n,A,B
o

)

(@]
KAS (m,Bok KPS (k) VP
(@]

o
¢ KBS (Ak)
o o

The resulting protocoNSSKy, includes the first three steps
of NSSK (the addition of key-confirmation will complete it
in Section 4.3).B’s role does not change at all frokD%;
the server’s is modified to return the noncemost changes
occur inA’s role.

trolled by B necessarily precedes the generatiok:of

B : uncomp(KB% [B,S]) A honest S A
uncomp(K 45 [A,S]) A (KBS (Ak))p

= (n,A,B)s<(vk)s<(KA(n,B,k, KB3(A k)))s< <
< (KB3(A k) ac <(KBS(Ak): X — B)p

Therefore, NSSK does not ensures the recency of the key
to B. This is the essence of Denning and Sacco’s attack on
NSSK [6].

4.2 NSSK-fix

A few years after Denning and Sacco pointed out the ab-

It is interesting to compare how the properties derivable sence of recency guarantees for the responder [6], Needham

to A and B change from what we obtained f&D3. Be-
causeA created the nonce fresh and it is returned cryp-
tographically authenticated together with the keyA can
be certain that the server has generatedter her request.
Thus, NSSK ensures the recency of the keyito

Az uncomp(K49,[A,S]) A honest S A
(vn)a<{(n,A,B)a < (K4%(n, B,k,M))a
= (vn)a<(n,A,B)sa < (n,A,B)s <
<(vk)s < (K4 (n,B, k, KB3(Ak)))s< <
< (KA%(n, B, k, KBY(A,k)) 4

The guarantees derivable #® are however much the
same as irKD3: B gets to deduce that some noncéas

and Schroeder came forth with a “fix” for their original pro-
tocol [13]. This adjustment inserts an additional challenge
response betweeBl and the server.

B’s challenge differs fromd’s in order to avoid confu-
sion. B generates a noneceg (for symmetry we rename
A’s noncen,), sendsk 29 (A, np) and expects it back as
KB%np. One can then verify that the properties of this
exchange satisfy the challenge-response schema.

Some preliminary work is needed in order to com-
poseNSSK, with this exchange. We first need to apply
two instances of the relay transformation to the challenge-
response in order to put it in the right “shape” for the merg-
ing transformation. Finally, we apply the discharging trans-
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Figure 3. Derivation of NSSKfixg

formation to maintaim as the initiator of the resulting pro-
tocol. This is summarized in Figure 3. We call this protocol
NSSKfixg. Its expected run is as follows:

A S B
(@] A (@]
BS ¢/U’I‘LB
K=”(Ang)
(@] (@]
vral L ABKPS (Amp)
(@]

K45 (na,B,k,KP% (Aknp)) i”’“

(]
¢ KBS (Aknp)
o o

This protocol differs from NSSK-fix only by the absence
of the final key-confirmation steps. They will be added in

Denning-Sacco.

The lengthy formula characterizing the runs compati-
ble with A’s observations does not substantially change the
properties available to this principal: # is honest and
K43 is uncompromised, she can still deduce thahas
generated and that he has done so recently.

The interesting changes occur frais perspective. As
in A’s case iNNSSKy, B’s nonce is cryptographically bound
to the keyk he receives by protocol’s end. Since an hon-
est server will construct this key only after retrieving this
nonce fromB’s encrypted message, the generation of the
key is sandwiched between two events unéé&s control,
hence ensuring its recency. The rest of this property allows
him to draw similar conclusions as MSSKg, namely that

Section 4.3. Like many other authors, we cannot avoid not- S produced the key, forwarded it td who learned it and

ing the complexity of this protocol, compared to NSSK or

forwarded it toB. This is summarized in the following



property.

B : uncomp(KB% [B,S]) A honest S A
uncomp(K 45, [A, S]) A
(A)p <(vnp)p <(KP"%(A,np))p <(K"(A k,np))p

= (A)B<(V TLB)B< KBS(A,’H,B»B <

< (na, A, B,KB% (A np) (vk)s<
< <KAS (nA, Bk, KBS (A, s nB))>s< <

< <KBS (A, k, TlB)>A< < (KBS (A, k, nB))B

As in NSSK, dropping the assumption that** is uncom-
promised implies thaB does not know who has originated
the messag& ®° (A, k,np) and that he cannot be certain
that A knowsk.

4.3 Key Confirmation

The previous two sections have shown how to extend the
core key distribution protocdkD3 with the recency guar-
antees of NSSK(-fix). The remaining issue, addressed in
this section, is ensuring to both recipients that their counter-
part also knows the new shared key. So far, diligas this
guarantee.

The simplest way to achieve this is by havidgsend
A a pre-agreed message (e.g., (4, B)) encrypted with
k. Post-composin§lSSK, with this transmission yields the
protocolNSSK;, which has the following expected run:

A S B
o
I/TLJ/ 1 ALB
o o
K45 (n,B,k,KB5 (A,k)) Yk

[e) [e)

J/ KBS (Ak)

[e) ]
k(A,B) v

o ]

A’s observations lead her to conclude:

A : uncomp(K4%[A,S]) A honest S A
luncomp(k, [A4, B, S))| A (vn)a<(n,A,B)a<
<(KAS(n7B7k7M))A<’<M>A<(k(AaB))A‘
= (vn)a<(n,A,B)a <(n,A,B)s<(vk)s<
< (K4 (n, B, k, KB% (A k)))s< <
< (K4(n,B,k, KBS (A k))a<
<KBS(A, ]42)>A<(KBS(A,]€))B<
<(k(A,B))p< <(k(A, B))a

<

We have highlighted the additions with respectNBSKg
(see Section 4.1). We had omitted the then traikig) 4
and(K B9 (A, k)) 4 since they did not add substantial infor-
mation. Now they clearly do, as they allawto infer that
B has received this message and origindtéd, B).

The last additionuncomp(k, [A, B, S]), deserves some
discussion. Clearly, we need to know thais uncompro-
mised to infer anything useful involving it. However, most
formal systems wouldlerive this fact rather thamssume
it. This may be where the strict separation between authen-
tication and secrecy is most evident in this work. Recall
that our logical system is just powerful enough to reason
about the order of actions, the structure underlying authen-
tication. In particular it does not embed the logical princi-
ples to derive that must indeed be secret. The assumption
uncomp(k, [A, B, S]) is an interface to a secrecy logic.

Applying the above extension tdNSSKfixy yields
NSSKfix;. This protocol has then the typical properties of
a key distribution protocol: both clients receive assurance
that the key has been generated by the expected server, that
this key is controllably recent, and that they both know the
key. However, the actual NSSK-fix is differers encrypts
a new nonce witlt and sends it tal, and expects this same
nonce back frony, transformed in a predictable way. We
will now discuss what additional properties are achieved
by doing so. For the sake of succinctness, we operate on
NSSK;, which differs from the original NSSK in precisely
the same way ds$SSKfix; is different from NSSK-fix. Here
is the expected run of NSSK:

A S B
o)
vny AR
(] (]
K45 (n,Bk, K55 (A,k)) 2z
(] (]
¢ KBS (Ak)
(] (@]
kn, \LV n/
(] (@]
¢’ k(n/+1)
(] (@]

First, notice that havingl send something encrypted with
k back toB does not produce any new knowledge (besides
the obvious, i.e., that a new message has been transmit-
ted). From the point of view oB, the last two messages of
NSSK implement a challenge-response excharigeen-
erates the nonce’, sends it toA encrypted (withk), and
expects it back from her transformefi.thus ascertains that
A in alive at this particular point of the protocol. Note that
B could repeat this same exchange an arbitrary number of
times (each with a new nonce) and obtain the same guar-
antee: thatd was recently alive. De facto, this implements
a crude single-authentication, repeated-request client-server
mechanism, with the initiator acting as the server and the re-
sponder as the client.

In summary, our analysis shows that NSSK-fix achieves
key distribution with recency guarantees and key confirma-
tion for both parties. NSSK provides recency assurance



only to the initiator. Our work also shows that the same cally:
guarantees are also supported by simpler protocols that drop

. AS AS
the last message and rely on any pre-arranged message in“* ° “”C"mpf(f 14, S])Ag(f m))a
stead of the final nonce. = (K2 m)s< <(K22m))a
ﬂTR
5 Derivations of Kerberos At uncomp(K 45, [4, S]) Ahonest SA (K% (m, t)) 4

= (2 a<(Tt)s <(K*%(m, ) s« <(EA(m, 1)) a

The top formula describes how can extend her knowl-
Kerberos [14, 15] is acomplex and versatile pr0t0C0| that edge after receiving(AS m whenever the 0rigina| proto_
has been the subject of intense scrutiny over the years. Inco| guarantees the authenticity of: note that, as long as
this SeCtion, we will apply the methods outlined above to KAS is not CompromisedS is not required to be honest.
derive the core authentication functionalities of versions 4 The bottom lines show the upgraded formula. Recall that
and 5 of this prOtOCOl. We concentrate on the basic key (I t) represents the earliest point His local time where
distribution exchange of which each version contains two ghe will accept the time as valid. It is now important that
instances. As a preparatory step, we formalize the use of ti-g is pelieved to be honest: without thiS,could guess an
mestamps for authentication and derive the Denning-Saccoappropriate value farrather than looking it up on its clock.
protocol, a core component of Kerberos 4. We obtain this formula by homomorphically replacing
KA% m with K4%(m,t) in the derivation of the top for-

mula. The aton(r t)s comes from the upgraded honesty
5.1 Guaranteeing Recency with Timestamps axiom and is justified by axiorfts).

5.2 The Denning-Sacco Protocol

Timestamps have a number of applications in crypto-
graphic protocols. In this section, we examine and formal-  The Denning-Sacco protocol [6] applies the timestamp-
ize their use for the purpose of guaranteeing the recency ofing refinement to the basic key distribution protocol with
an already authenticated message. Consider a prindipal nested encryptiofD3 where the authenticated message (
receiving a messag& 4 m from an honest agers: if above) is(k, X), wherek is the newly generated key add
the key is uncompromised} can only deduce th&f origi- is eitherA or B. S applies this refinement twice, adding the
nated this message in the (possibly distant) past; if howeversame timestamp next to each key distribution submessage.
S includes a timestamp within the encryption and sends As a consequence, by the completion of the protocol, each
K49 (m,t), A can assess the age of the message and rejecprincipal has the certainty that has generatefl recently.
it if it falls outside of her window of validity. This assess- As in KD4, because of the nested encryptidhaddition-
ment takes into considerations clock skews between hostsally knows that4 has seer (but A cannot be certain that
typical network delays, etc. B ever receives). We have shown the resulting protocol

We formalize this intuition as a new variant of the bind- N Section 2. Its expected run is as follows:
ing refinement [5] used in Section 3 in which the bound term A S B
is a timestamp. We call it themestamping refinemeand R A,B o
denote itTR. It transform the exchange on the left below s e vk
into the exchange on the right: KBkt K77 (AkY) 1t

o
¢ KBS (Ak,t)
o o

A S A S From the sole observation of her actions and the honesty
TR of the serverA can reconstruct the whole protocol, save for
B’s reception of her last message:

KAS (m) KAS (m,t) %—t
<~———o0

A : uncomp(K45 [A, S]) A honest S A
(A,B)a < (KA%(B, k,t,M)) 4

This refinement allows upgrading the logical guarantees _, (A,B)a < (A,B)S} [( vk)s } <
that each principal can deduce. Given the particular format (Tt)a (Tt)s

of this transformation does not receive a message back), < (K25 (B, k,t, KB (A k1)) s<

we concentrate on the formulas derivable by Schemati- < (KA ( kot KBS (A k,t)))a



We have elided!’s final send action as it does not contribute do). The intended run of the resulting protocol is as fol-

added knowledge. Note th&s generation ofk is now lows:
bounded byr ¢, which is under the control of.
B’s conclusions merge the recency assurance provided A B S B
by timestamps with what he could infer by means<a¥4, o ' )
i.e., thatS has generatetd and that4 has seen it in order to KAS (B k,t, KPS (A k1)) Z’i
forward the message he receives: °©
Ttay KBS(Ak,t) k(Ats)
B : honest S A uncomp(K2% [B,S]) A © ©
A uncomp(K4S, [A, S]) A (KBS(A,k, 1))z ] kmita) !
{(A,ms} § [@ k)ﬂ ) |
(rt)B (tt)s where the last message is made dependen; qalthough
< (KA5(B,k,t, KBS(A, k, 1)) g< < Kerberos does not_always enforce this). o .
< (KBS(A, k) ac < (KPS(A, k)5 Observe that, differently from NSSK(-fix), it is the ini-

tiator of the protocol (the client4) that requests the service
Denning and Sacco prominently pointed out in their provided by the respondeBj. Indeed,A generates the ti-
original paper [6] that this protocol provides full recency mestamp 4 that is included in the authenticator.

guarantees with a minimum number of messages. Kerberos 4 [14] extends this core protocol with numer-
ous fields primarily meant to negotiate parameters of the
5.3 Kerberos 4 resulting authentication: added timestamps, options and

flags, access control information, etc. For maximum flex-

The core authentication functionalities of Kerberos ibility, Kerberos chains two instances of the core protocol,
4 [14] are obtained by simply extending the Denning-Sacco Py Which a client {) first obtains a master ticket (TGT)
protocol by means of a key confirmation exchange similar which simplifies the issuance of tickets for individual ser-
to the way we obtained NSSK(-fix) in Section 4.3. vices.

Adding key confirmation We extendDS by having B 5.4 Kerberos 5
sendA some (recognizable) messageencrypted withk.
The resulting run is as follows: As far as authentication is concerned, Kerberos 5, the
most recent version of this protocol [14, 15], differs from
A S B Kerberos 4 only by the form of the basic key distribution
o A5 o mechanism it relies on: while version 4 was built up from
v
[e]

’j; the nested varia{D3 , Kerberos 5 starts with the concate-

° nated varianKD3. Given this different starting point, the

v KBS (Ak,t) core protocol is however derived by applying the exact same
© © steps as for Kerberos 4. It is interesting to examine them as
i the conclusions available to the various principals are not

the same throughout.

The formula characterizing the runs compatible with each ~ The concatenated variant of the Denning-Sacco protocol
principal’'s observations is extended as in Section 4.3 [4].  has the following expected run:

K9 (B,k,t,KP5(A,k 1))

km
o

Adding repeated authentication Kerberos was designed A AB S B
as arepeatedauthentication protocol: each timepresents °© e

the ticket K59(A, k,t), B will provide some predeter- o K5 Bk, KPE (Akt) i”

mined service (up to an end-date that we can abstractly | e

think of as a function ot). The protocol we just derived Y K (AkY) o

is clearly inadequate for this purpose as anybody can replay

the ticketK 9(A, k, t). B needs to authenticate that asub- ~ The knowledge derivable by is similar to the Denning-
sequent request comes frofip and assess that it was made Sacco protocol, except that she can never be certain that the
recently enough. Kerberos 4 realizes these two goals byencrypted component she receives corresponds to #hat
having A generate a timestantp just prior to issuinganew  has sent. More interesting is the knowledge inferable by
request, and embedding into it anthenticatork (A4,t4) B: differently from the Denning-Sacco protocdB can-

(any message mentionirtg, and encrypted withk would not reach any conclusion on whethérever saw the key:



indeed, the assumptiamcomp (K49, [A, S]) becomes ir-  the set of compatible runs. Efforts in this direction touch
relevant. B knows that the server sent the appropriate mes-the question of the decidability of verifying authentication
sages and that some principalforwarded the correctcom-  (with encapsulated secrecy assumptions).
ponent to him. This makeB’s knowledge very similar to
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In a natural continuation of this work, we are developing

a logic of pure secrecy that encapsulates authentication re-
guirements as assumptions. The authentication logic is be-
ing incorporated into the Protocol Derivation Assistant [1].
We are also currently investigating the automation of the
process by which a principal’s observation is completed into



